安卓系统与飞塔建立VPN

新建安卓手机的用户组
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将用户加入到用户组
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建立VPN
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自动生成的阶段二
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现在在wan1下会自动生成一个名为安卓的虚接口

[image: image6.png]FortiWiFi 40C 9, @ :RTINET
~ [ SligE ]
I T T R I =7 T
114.248.172.49 / 255.255.255.255 HTTPS PING ° ° e 14
0.0.0.0/0.0.0.0 © [ o
0.0.0.0/0.0.0.0 © [ o
0.0.0.0/0.0.0.0 © [ o
* Routing 62.168.30.254) 192.168.30.254 / 255.255.255.0 HTTP HTTPS, PING FMG-ii ° ° e a
- ons 0.0.0.0/0.0.0.0 © © g o
“ DNS Server (] ) internal 192.168.10.254 / 255.255.255.0 HTTP,HTTPS, PING,SSH, TELNET,SNMP [ [ g 12
= DHCP RS & o (SSID: ydsec) 192.168.5.1 / 255.255.255.0 HTTP,HTTPS,PING,SSH,TELNET,SNMP o Wifi Interface 5
- BAME
- IR
BE

D BEREE
i





VPN的流量就是通过这个虚接口进出的

建立策略

 这里不需要建立VPN的策略只需要建立内网到虚接口的策略

[image: image7.png]FortiWiFi 40C

- R

« IPVEEHE}

= IR
¢ g

FEO/E
bt
BEHEN/E
[Slageixld
iE#
L
i
O RRftirRg

() Enable NAT

U BRETRFATRRE
[ Resolve User Names Using FSSO Agent

internal
[£192.168.10.0/24
e

all

@ always

EIANY

v ACCePT

HE LR





[image: image8.png]FortiWiFi 40C

%

Qr

EH

FRER

=
« HANATE
- R
- PveEE
« iy
= s

BEHEN/E
[Slageixld

iE#

L

i

O RRftirRg

() Enable NAT

U BRETRFATRRE
[ Resolve User Names Using FSSO Agent

Oum
]

e

aall

internal
[£192.168.10.0/24
@ always

EANY

v ACCePT

HE LR

|

sRTINET





[image: image9.png]FortiWiFi 40C

%

ZRTINET

—

FRER

=

« HANATE
- R
- PveE:
« iy
= g

Firewall Objects

O Create New ~ E31gE T REGES

* SENE - 2RNE

) internal -> wan1 (3)
 internal > wan2(192.168.30.254) (1)

) internal -> wifi (SSID: ydsec) (1)

+ internal -> %4 (1)

6  [£192.168.10.0/24 Sal 0 packets/0 B

@ always [ ANY v ACCEPT [x]

11

) wifi (SSID: ydsec) -> internal (1)

) wifi (SSID: ydsec) > wan1 (1)
) wifi (SSID: ydsec) -> wan2(192.168.30.254) (1)

- % > internal (1)

1 @al 0 packets/0 B,

[£192.168.10.0/24 @ always EANY v ACCEPT (<)

13





两条策略都建立完了。
正常来说现在VPN就可以建立了成功了，以前的版本需要添加一条路由，现在也把他加上
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这条路由是给登进来的客户端分配IP的路由。

在安卓手机上什么配置都不用改，只需要把防火墙的IP写上 预共享密钥写上，写上登录时的用户名密码即可。

测试
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